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Maitrise Energétiaue des Entrainements Electriques.

* The substation is a key element in the operation
and control of power systems. + —>
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Digital substation architecture

*  Operators to monitor and control
» External communication gateways

Station Level

IEDs to monitor and control

Station BuSe

Types of devices at Bay are:

» Relay
» Protocol Gateway

Bay Level | u IED u IED u IED » Remote Telemetry Unit (RTU)
n— Fo— r— » Bay Controller Unit (BCU)

Process Bus=

* Transducers like CT and VT to measure

Process Level . . and digitize current and voltage.

* Conducting equipments like circuit
breakers and isolators.

> Vendor-specific solutions significant challenges:
» Heterogeneous communication standards Lack of interoperability, high integration cost, “ IEC 61850 standard
. ) o Enables communication and
complexity of system maintenance, and limited interoperability in digital substations.
4

long-term scalability
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Maitrise Energétiaue des Entrainements Electriques.

HMI SCADA MMS Traffic (Manufacturing Messaging

Station Level

Specification)
\
—= ‘ » For monitoring substation status
) . + Unicast
Nt o
| - * TCP, Acknowledgment

MMS » Stations bus

Station BuSes

‘...lI.llllllll.ll.lllllllllllll!lll.llllllllll.lll.l.lll.lll’

GOOSE
Bay Level | IED IED IED
CB- Ci- G-

GOOSE Traffic (Generic Object-Oriented
Substation Events)

* For sending command request

* Multicast

« UDP

* repeated signal

« Station bus/Process bus

)
<

Process Bus=

Process Level =] | MU MU

‘llllllllll!lllllll’ ‘llllllllllll

SMV Traffic (Sampled Measured Values)

* For transmitting power lines current and
voltage values
* Process bus

m

<1lms Client-Server High

GOOSE <4 ms Publisher-Subscriber Low
MMS ~10-100 ms Publisher-Subscriber Vaiable 5
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e State of the art

Virtualization of PAC Functions of IEDs *PAC: Protection, Automation, Control

Nowadays, virtualization is increasingly used for PAC functions in power systems.

Definition: the process of creating a software-based version of
Why virtualization? something instead of using a dedicated physical version.

» |ncreased flexibility (software-based functions instead of fixed hardware)
= Reduced costs (less reliance on physical IEDs)

= |mproved scalability (easy system expansion and modification)

= Simplified maintenance (remote updates and monitoring)

* |ntegration with modern technologies (Cloud and Edge computing)

Need for advanced validation platforms capable of emulating realistic network behaviour while
supporting modern digital communication standards
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State of the art
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Mext-gen PLC with Next-gen PLC with

S virtualization capability virtualization capability
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V%_RTU OZLAE

SlmulatlclnfEmuIatlon

Power Amplifier and P-HIL Interface

Real-time

Setup of the VirtuozLab platform

‘ C I RED CIRED 2025 Conference 16 — 19 June 2025

‘ Paper 890
‘ ‘ VIRTUOZLAB: AN ADVANCED TESTING PLATFORM FOR
VIRTUAL IED AND PAC FUNCTIONS
Van-Hoa Nguyen, David Ramsey”, Houda Abil , Thierry Coste, Rémi Thomas
e D F EDF R&D, EDF Lab Paris Saclay, Palaiseau, France
*Corresponding author: david.ramsey-herrera@edf.fr

e (g

Fig. 6 : Test setup in Virtuozlab for the considered use-case

Lack of integration between power system and vPAC
functions; software-based signal generation
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Features of the test | j——r
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Emulated Network
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amplifier — SRISE 333k}
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OP5707 OPAL-RT Simulator

-Real-time distribution network

Virtualized substation
-Simple and user-friendly platform —
IEI?l I.E.IZZ IE?S’ ?5;:&?*“ —
-PHIL capability B mE "~ S ;
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SV subscriber

= | 3 MUS (1 per zone)

GOOSE Publish GOOSE Publish

PTOC.Str.general ~ RBRF.OpEx.general SV pUinSher (sender)
Hmﬂ—’ Goose subscriber (receiver)

Goose publisher
Goose subscriber
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ELECTRIQUE 4.0 . .
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Implemented Platform

MeEeDe=E=
s Entrattiaue des Enanements ectiaues

U-test Energy
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U-test software

U-TEST™ RT MM

®
MED==

Maitrise Energétiaue des Entrainements Electriques.

st-mmi-

zmngs wiww!BANDIGCAMYcom! - -

Exécuter Fichier Edition WVues Acquisition Aide
Evivm > @0 fiSEAAS G g8 H./)Jx @mn

B Liste des Variables x = B Vue Tableau x m K = B8

type filter text
Distance_protection_Simu/ZMF_1/PSFPDIS1/0p/phsA[STI]

Distance_protection/LDO/LLN®/GooseDec/process/ZMF_1/PSFPDIS1/0p/phsAlST]
VIZIMAX_01_Simu/SYS/LLNO/MSVCBO1/VIZIMAX_B81MUBL/TVTR11/VolSv/instMag[Mx] /i
VIZIMAX_B1/SYS/LLNO/MSVCBO1/process/MUBL/TVTR11/VolSv/instMag[MX]/1/buffer/amplitude

p & ACTIVITIES

el
I'
c
]
il =
pu
=
= i

1ET1PU TIME/Seconds = 21769696533 15:42:13:804 INTEGER

LA EIK1BT1PU/Master/LLN@/GoCBR1/process/Prot/BkrFaRBRF1/0pEx/general [ST] 1 FALSE | 15:37:44:084 INTEGER

u AN FIBLY EIK1BT1PU/Master/LLNG/GoCBR2/process/Prot/PhsTocPTOC1/Str/general [ST] L. - FALSE __ _l 15:37:44:085 INTEGER
1IncBlNMU EJK1BT1MU/LDB/LLNO/smvehl/process/CT1/IO1ATCTR1/AmpSy/instiag[Mx]/1 6132026216925 0 4 (dec ) 15:42:13:698 INTEGER

T ] 1IncB1PUBCU EIK1BT1MU/LDO/LLNG/smvchl/process/CT1/IOLATCTRL/AmpSy/1nstMag [Mx]/1/buffer/amplitude I 17,8176 15:42:13:653 DOUBLE
TIHE GIK1BT1MU/LDO/LLN®/smvchl/process/CT1/IO1BTCTR2/AmpSy/instMag[MX] /i/buffer/amplitude 1 9,5082 15:42:13:653 DOUBLE
GIK1BT1MU/LDO/LLN®/smvchbl/process/CT1/IO1CTCTR3/AmpSy/instMag[Mx]/i/buffer/amplitude : 12,9514 15:42:13:649 DOUBLE
GEIK1IncA1MU/LDB/LLNG/smvecbl/process/CT1/IO1ATCTRL/AmpSy/instMag [Mx]/1/buffer/amplitude 1 150,6327 15:42:13:605 DOUBLE
E2K1IncB1MU/LDB/LLNE/smvchl/process/CT1/I01ATCTR1/AmpSy/instMag [MX]/1/buffer/amplitude 217,4493 15:42:13:644 DOUBLE

Data exchange between Opal and Spherea (U-test software)

& Codes Utilisateur x [@Surveillance @ Enregistrement . Gestion des tests & = B @ LogBook [JPropriétés T Logs MMI O X By =0
Nom Etat Message Date

i Configuring K1BT1MU/LDO/LLNG/smvcbl/process 2826-81-22 15:48:1

i Configuring K1BT1MU/LDO/LLNG/smvcbl/process 2026-81-22 15:48:€

i Configuraing K1BT1MU/LDO/LLNG/smvcbl/process 20826-81-22 15:48:C

i Server RTC 1s configured with 'VICORE_GOOSE 2826-81-22 15:15:4

i Successful configuration of nede 'rtc-1ec-m 2826-81-22 15:15:4

i Successful configuration ef nede 'rtc-1ec-m 2826-81-22 15:15:4

i Successful configuration of nede 'rtc-iec-m 2026-81-22 15:15:4

i Successful configuration ef nede 'rtc-1ec-m 2826-81-22 15:15:4

i Successful configuration of nede 'rtc-iec-m 2826-81-22 15:15:4

Get Started i Successful configuration of nede 'rtc-iec-m 2026-81-22 15:15:4

@ Unexpected RTC cennection errer 2026-01-22 15:15:4

= - = — - - @ Unexpected RTC cennection errer 2026-01-22 15:15:4

statut RTC @ & admir

11
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Maitrise Energétiaue des Entrainements Electriques.
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2

g,

B Example 2

CB Failure and Backup Protection

CT2_IMNCA

IED2

T
| e

T1_INC A

f

"y

VICORE PROJECT

Fault Status
e STATEamm Tt STATER ™= it STATE:

ATYFERDS

1
ar

a o L L] 1 o \
CT_BT Current (SV Publisher)
T g BT T BT e
4000 .
©
HYPERS|M
m e £ 2 o i o =4 < Al

surrent (A) X10E
o -

&
e

Logic
s O - n

Logic
L O an

BY_PU Overcurrent Relay Current (SV Subscriber)

-1 _PUA0S10C Labe OemRT_PUSOSI OC labs 1t == BT _PUASI0C 1ade 2 -

U-TEST®

: .
[0 [ E) o es ar

BT_PU Overcurrent Relay Output

-_PUA810C 0

e - ‘AJ a o s 3 ar
CB_BT Status (normal or falls to open)
LR AT ATATES==CE BT STATEN==CH BT STATE:
° 01 02 03 04 0s 08 07 os 0s 1
Tine(s)

2
21

M§°

§z
: ‘ I e arrae ety ............... HYPERSlM
T o GOOSE Subscriber (IncA_PUBCU)
i - J-TEST®
3! I
30 . ‘

Logic
L0 an

' N
Three-Phase CB_INCB Status —
LR NCRSTATEI®CR INCR STATRE »=CR_INCR STATRe L L AN, C bl
7 s
. - CB3
: eS|

-—0T_FURGES_Opx_geneunly

=" R et

as ar

GOOSE Subscrider (IncB_PUBCU)

e

bl " i [ © A\l

s B_PUBCY RERE_Opks_penassl o1

- 3 ar = '

= E— I———"
sy ey . ___1 YbERCI
-] 01 02 03 04 0s oS 07 os 0s 1
Tine(s)

Bus15
Bus? ——— -
= CB_INCB_BF oy ©
CB_INCA_RB 5 B k B =
= H O
— ackup CBs B
Bus® =) Busls p——p——
—

,_
=
=
[+]
w

| b

CT2_MNCE

¥

IED3

CT1_MCE

AR
||D—

BUS_A BUS_B
LaisreR e
SV LE Publish
=) E, Enc2
S Eg?gDERP CB_BT_Stat
Bus13
BBT.Cmd E‘
o
[&]

.
Q A

ault locatign

IED1

13



ENERGIE * -+
ELECTRIQUE 4.0

Next steps

®
MeEeDe=E=
i Energétaue des Ent

inements Electriques.

VICORE was a preparatory project for building an open

platform and more advanced control laws.
Here, the focus was on protection.

 Multiple protection and control zones

e MMS communication is used for inter-zone
data exchange where strict latency
constraints are not required.

MMS
protocol

Mxed Feeder

Zone 1

substation
area

§ K
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g il
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1 [ 1 4
4 T
— ._‘l—l—o-
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¢ 2
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S
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o 5 |.|.|_ i
o [ 1
] J ol IED10
2 o Sl I
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p T _g: Zone 3 [T MMSs
=]
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o [ |
E
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(75 ]
c
S
MMS
____ Ear protocol
i
i — Zone?2
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QOutcomes

CIRED 2026 Brussels Workshop
9-10 June 2026

Paper 1408

VICORE: A HYBRID REAL-TIME TEST PLATFORM FOR
PAC FUNCTIONS USING VIRTUALIZED IEDS IN POWER

DISTRIBUTION NETWORK

Reza Razi'”, Martin Legry’, Frédéric Colas’, Xavier Guillaud’, Van-Hoa Nguyen?, Thierry Coste?,
Nicolas Favarcq®

{Univ. Lille, Arts et Mgtiers Institute of Technology, Centrale Lille, Junia, ULR 2697 - L2EP, Lille, France
?EDF R&D, EDF Lab Paris Saclay, Palaiseau, France
3SPHEREA, Toulouse, France
*reza.razi{@ensam.eu

EPMLAB

Electrical network of the Lab

Mixed Feeder

Dev & SCADA Stations
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1, Administration bus I
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Communication
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ll GPS Clock for

FTP synchmn ization
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2| PR swiehA PRP swilch B

S
IEC 61850 9-2 “ \
NertgenPiCwith - NextgenPLCwith

SPHEREA Simulator

IEC 61850 Network

V%_RTU OZLAB

‘.‘ Station
Power Amplifier and P-HIL Interface Controland = > ;
e @i’.’i ¥
tati Y i
Py
Real-time [ DEIE
Simulation/Emulation
.

VIPIFLEX Project

Advanced solution for congestion
management in distribution networks

EDF Project

Direct collaboration with EDF for
advanced control of substations
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